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CMMC 2.0 Scoping Scenarios Analysis

Purpose of this analysis

Promote standardization of CMMC scoping

Identify areas where more clarification is needed

Encourage conversation about applicable practices

Intended audience

Cybersecurity Maturity Model Certification (CMMC) assessors, defense contractor cybersecurity staff,
and Department of Defense

January 19, 2022
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Background

This paper was inspired by 1) the questions posed by students while teaching Certified CMMC
Professional classes, 2) over 200 conversations with defense contractors about their network design and
readiness for CMMLC.

In December 2021, | posted partial scenarios on LinkedIn for review by my fellow CMMC professionals.
Several responded with their analysis and thoughts, which helped influence the final “Answer” section
for each scenario. Thank you to those cybersecurity professionals who responded! - Amira Armond

Conventions used in this document

Contractor Risk Managed Asset CUI Asset

Specialized Asset Security Protection Asset

Unencrypted CUI
Data flow
Out of Scope

A\

Boundary Boundary
Deny-by-defaultall & & < outboundallow Non-CUI
directions —>X deny inbound W
Abbreviations

CUl Controlled Unclassified Information oT Operational Technology
CMMC | Cybersecurity Maturity Model Certification DoD Department of Defense
FIPS Federal Information Processing Standard SPA Security Protection Asset
0sC Organization Seeking Certification CRMA | Contractor Risk Managed Asset
MDM | Mobile Device Management VDI Virtual Desktop Infrastructure
LAN Local Area Network VLAN | Virtual Local Area Network
SIEM Security Information and Event Management SSP System Security Plan
C3PAO | Certified Third Party Assessment Organization Clo Chief Information Officer
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Source for CMMC Level 2 Scoping Guidance

This analysis builds onthe CMMC Level 2 Scoping Guidance published by the Department of Defense.

The official guidance can be downloaded from the DoD Acquisition & Sustainment website at
https://www.acq.osd.mil/cmmc/documentation.html

Please ensure that you are familiar with the CMMC Level 2 Scoping Guidance prior to reading this
analysis.

Disclaimer

This document is not intended to contradict or replace official Department of Defense (DoD) guidance for
CMMC. When in doubt, always follow DoD guidance and consult a paid cybersecurity or legal
professional.

How to read each scenario

This analysis contains twelve assessment scenarios. The scenarios reflect common architecture designs
used by defense contractors (for good or bad) and highlight topics which are not well discussed in
current DoD guidance.

Each scenario starts with a network diagram which has assets partially identified. If an asset is identified
as a certain asset type (such as a CUI Asset), you should use this identification during the scenario.
Unidentified assets are typically colored gray or tan.

Following the scenario is a description of the contractor’s architecture and (hopefully) enough
information to categorize the unidentified assets. If something is not discussed, you should treat it as
compliant and/or irrelevant to the scenario.

Next, a series of questions is asked, which is the interactive portion of this exercise. You will get the
most benefit if you try to answer the questions for yourself.

The second portion of the scenario is the Answers, where interpretation and analysis are listed. This is
intended to give you insight into an assessor’s thought process.

Finally, in most scenarios, we have a Key Concept box. These key concepts are the most valuable portion
of the analysis and can be used as mental models for assessors.

Disclaimer: There is no guarantee that the answers in this document are correct. There is no guarantee
that this is how the author or contributors would assess a future client. This analysis is submitted to the
community to promote consistency and identify areas which need more clarification from the
Department of Defense.
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Scenario 1 — Remote Systems

Scenario 1 — Remote Systems
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Engineering
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The Organization Seeking Certification (OSC) is using the Government Community Cloud version
(FedRAMP authorized) of Microsoft 365 for email, file, directory, and mobile device management.

Microsoft 365 is managed on the front-end by a company admin and managed on the back end by
Microsoft. Controlled Unclassified Information (CUI) is held inside Microsoft 365 (SharePoint and
Exchange). Other aspects of Microsoft 365 perform security for SharePoint, Exchange, and the company
laptops.

The company transfers CUI between themselves and the government client using SAFE.APPS.MIL, which
is a secure file sharing website provided by the US Government.

The company firewall is managed by company admin staff.

The Engineering Laptop is connected to Microsoft 365 for file, email, directory, and mobile device
management. The Engineering Laptop has CUI stored inside it on the hard drive. The Engineering laptop

user has access to file locations with CUI.

The Accountant Laptop is connected to Microsoft 365 for file, email, directory, and mobile device
management. The Accountant laptop user account has no access to CUI file locations.

Questions
1) What type of asset is the Accountant Laptop?

2) What type of asset is the Engineering Laptop?

3) What type of asset is the Contractor Admin who manages the Firewall?
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4) What type of asset is the Cloud Provider?
5) What type of asset is the Contractor Admin who works on the cloud front-end?
6) What type of asset is the Cloud Support Staff that work on the cloud back-end?
7) What type of asset is SAFE.APPS.MIL?
Answer
Scenario 1 — Remote Systems
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What type of asset is the Accountant Laptop? Contractor Risk Managed Asset (CRMA)
What type of asset is the Engineering Laptop? CUI Asset

What type of asset is the Contractor Admin who manages the Firewall? Security Protection
Asset (SPA)

What type of asset is the Cloud Provider? CUI Asset

What type of asset is the Contractor Admin who works on the cloud front-end? SPA
What type of asset is the Cloud Support Staff that work on the cloud back-end? SPA
What type of asset is SAFE.APPS.MIL? Out-of-Scope

Analysis

All administrator staff for the cloud and contractor perform security functions whether they are doing
front-end, back-end, or on-premises admin work. When staff are both users of CUI and protectors of
CUI, CUI Asset is more applicable. Cloud administrator staff will be Security Protection Assets if they do
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not view customer data. Back-end security by the cloud provider (staff, processes, facility, systems)
should be discussed in the contractor’s System Security Plan (SSP) when they perform CMMC-required
security protections for the contractor. This is especially true when CUI is put onto the cloud provider’s
systems (see Thoughts on “Applicable practices”).

The cloud provider could either be “in the room” during assessment or you could show proof that the
cloud provider is doing their back-end responsibilities. This is exactly the same expectation for cloud
providers as it is for other External Service Providers like Managed Service Providers. Even if those back-
end staff cannot access the contractor’s CUl directly (due to logical restrictions), they still perform
required security for the systems that they manage. Note: It is very unlikely that cloud providers
(especially the big ones) will participate in their client’'s CMMC assessments. Instead, they are more
likely to provide third-party attestation (via a FEdRAMP audit report and Shared Responsibility Matrix in
this case) that their product complies with the security controls required by CMMC.

The Accountant Laptop is a CRMA because it is prevented from accessing CUIl through administrative
and technical means (permissions).

The Engineering laptop is a CUI Asset because it stores, processes, and transmits CUI.

SAFE.APPS.MIL and the Government entity are Out-of-Scope because they are covered by a different
authorization boundary (the government’s). Since the government has assessed SAFE.APPS.MIL and is
in control of its security, it should not be part of the assessment scope for the contractor. The
contractor should describe the data flows to SAFE.APPS.MIL within their System Security Plan (SSP)
and/or procedures and/or user training since it is a key input-output method. Authorization boundaries
are discussed in depth in Scenario 12 — Authorization Boundary.

The Cloud Provider should ideally be split into sub-systems which individually are identified as CUI
Assets and Security Protection Assets. If we must look at it together as one category, CUl assets have a
higher priority and more applicable practices than Security Protection Assets.
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Key concept: Choosing between multiple correct asset categories.

There is no guidance from the DoD at this time regarding how to prioritize when an asset could fit into
multiple categories.

Why prioritize one category instead of simultaneously applying multiple categories to an asset? The logic
for multiple categories breaks down when we consider CUI Assets and Specialized Assets. If an asset were
both a Specialized Asset and a CUI Asset simultaneously, it would be assessed. This is obviously not the
intention of the scoping guide. Therefore, we need to pick the “best” category for each.

Below is a suggested decision flow! on how to make this determination until the DoD provides clarity.
This flow purposefully restricts Security Protection Assets from having any CUl and aggressively defines
Out-of-Scope to limit the amount of “SPA chaining”. CUI Assets are assumed to be fully assessable forall
applicable practices, including security functions that they perform on behalf of other assets. This results
in the same security requirements as when CUI-containing assets are categorized as SPAs.

Yes Is the asset prevented v -
- . . Is the asset mentioned
Is the assetin through logical or physical in vour Svstem Securit
a different No | boundaries from accessing Yes Playn as Z_rformin a Y
Accreditation "| CUI that was provided to you " . P . &
security function for an
Boundary? or generated by you on in-scope asset?
behalf of a DoD contract? P .

No Yes

!

Does the asset fit a Specialized
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? .
psetcategon? (Sonmment | [oogs e | o | vour e esury o | veo (RS
Technolo'gy Internet Of »| store, process, or » as performing a security Protection

4 B 2 . [
Things, Restricted Information transmit CUI: ZL;Z::LO” for an in-scope Asset

System, Test Equipment)

Yes

Yes

. ©2022 Kieri
Contractor Risk Solutions LLC

Managed Asset
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Asset

Ljeff Baldwin: An argument can be made that Security Protection Assets should be identified with the highest priority (compared
to Specialized Assetor CUI Asset). This decision flow would require that Security Protection Assets be assessed against all
compatible practices to preventgaps in security and would require different sub-categories of SPA for internal versus external
versus Commercial-Off-The-Shelf assets and sub-categories based on whether SPAs have CUI or not. This topic needs clarification
from the DoD.
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Scenario 2 — Virtualization

Scenario 2 - Virtualization
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The defense contractor has their entire network on-premises.

Users access CUl on their laptops, which is stored centrally on a virtual file server. The virtual file server
has a large quantity of CUI. The file server is configured to use Federal Information Processing Standard
(FIPS) 140-2 validated cryptography for file transfers.

Users access email on their laptops, which is stored centrally on a virtual email server. There is no CUl in
email.

The accounts, laptops, and servers are managed using a virtual Domain Controller.

The virtual servers are inside a physical Dell R630 server running VMware vSphere 7 (a virtual host
operating system). Storage for the vSphere operating system (no CUI) is internal to the Dell R630.

Storage for the virtual servers is held in the Storage Area Network (SAN) in virtual disk files which are
encrypted by VMware’s BoringCrypto Module (FIPS 140-2 validated module cert #4028). The virtual files
were encrypted by the VMware virtual host prior to being stored in the SAN. The VMware virtual host
controls the decryption key.

The SAN is connected to the virtual host using a dedicated high speed storage switch. The files are
transmitted using the iSCSI protocol, which limits its connection to only the virtual host using an
Authorized Initiators list.

The file server has a virtual disk file as well as a virtual swap file in the SAN. The file server’s virtual disk
files are encrypted by VMware. The file server’s virtual swap file is also encrypted by VMware.

The admin staff uses their admin laptops to manage the firewall, servers, user laptops, and SAN. The
Admin Laptops do not access CUI by policy.
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Everything inside the office building is physically connected to the Local Area Network (LAN) (not
pictured).

Questions

1) What type of asset is the Virtual Host?

2) Should the virtual servers be assessed against a different set of controls than the Virtual Host?
3) What type of asset is the SAN?

4) What type of asset is the storage switch (between the host and SAN)?

Answer

Scenario 2 - Virtualization
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1) What type of asset is the Virtual Host? SPA

2) Should the virtual servers be assessed against a different set of controls than the Virtual Host? Yes
3) What type of asset is the SAN? CRMA

4) What type of asset is the storage switch (between the host and SAN)? CRMA

Analysis

The virtual servers include CUI Assets, CRMA, and SPA and should have different controls assessed
based on their function. Virtualization should be considered an effective boundary between the systems

Copyright ©2022 Kieri Solutions LLC. All Rights Reserved. Alltrademarks, service marks,and tradenames referenced in this material are the property of their
respective owners. This document is for educational and informational purposes only. It is not intended to provide direction to contractors.



Page 11 of 52

and between the virtual host and the systems, at a quasi-physical level. Logical separation (such as
network) must be performed similarly to any device on the network.

The virtual host is a SPA because it doesn’t touch CUI but provides security functions for CUI (due to
logical segmentation of virtual machines from the host operating system).

The SAN should not be considered a CUl asset because the data is encrypted prior to being placed onto
the SAN and the SAN has no ability to decrypt the ciphertext. This is discussed more in Scenario 8 “Is
FIPS enough?”

The SAN also performs no security function that is being assessed under CMMC Level 2. The SAN is not a
Security Protection Asset because it does not influence security of the CUI disk files (again, because they
are encrypted with the key held in the Virtual Host). The SAN would affect failover and redundancy of
the virtual servers, but we aren’t assessing those functions.

Because the SAN is connected to CUI assets (because it is on the same network and there are no
boundaries between them), it would be categorized as a CRMA.

The high-speed storage switch would normally be a CUl asset because iSCSI traffic is a plaintext protocol,
but because the virtual disks are encrypted using a FIPS 140-2 validated module at the host, the data
would be encrypted in transit, even under iSCSI. Ciphertext should not be treated as CUI. The high-speed
storage switch is a CRMA.

Key concept: Is an asset an SPA if it performs controls not required by CMMC?

Assets would only be categorized SPA if they perform controls required by CMMC under
Level 2. So, a device that does not perform a CMMC required security requirement would
not be considered an SPA, but more likely a CRMA.

Copyright ©2022 Kieri Solutions LLC. All Rights Reserved. Alltrademarks, service marks,and tradenames referenced in this material are the property of their
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Scenario 3 - VLANS
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This is a defense contractor who specializes in manufacturing aircraft parts. The CUl category is
Controlled Technical Information (CTI).

Inside their facility, they have a Local Area Network (LAN) which is split into multiple Virtual LANs
(VLANSs) using a Layer 3 switch. The Layer 3 switch performs routing between each VLAN (which are used
for different Class C subnets). The access control list on the switch does not deny any type of traffic.

The Firewall functions as a boundary between the LAN and the Internet.

Computer Aided Design (CAD) diagrams are transmitted without encryption from the purple laptop to
the Industrial Control System (ICS) across the network. The ICS cuts parts out of metal blanks. The ability
for devices to “overhear” this transmission is limited to the Layer 3 Switch and devices on the
192.168.4.x and 192.168.2.x VLANSs.

The tan user (near the gray laptop) performs bookkeeping and does not participate in manufacturing,
but they have unrestricted access to the shop floor. The gray laptop (the bookkeeping laptop) can
establish communications with any devices on the network, no matter what VLAN they are on, because
the access control list on the switch does not deny traffic.

The gray user (near the Industrial Control System) maintains and programs the ICS and walks through
the shop floor but does not touch any CUI laptops.

The printer is on the same subnet as the purple laptop. The printer is used to create physical diagrams
which are posted on the shop floor for use during assembly.

Questions
1) What type of asset is the Layer 3 switch?

2) Since it is on a different VLAN, should the gray laptop be Out-of-Scope?

3) Should the tan user be in-scope because they are physically in the facility? What type of asset is the
tan user?

Copyright ©2022 Kieri Solutions LLC. All Rights Reserved. Alltrademarks, service marks,and tradenames referenced in this material are the property of their
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4) What type of asset is the gray Industrial Control System user?

Answer
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1) What type of asset is the Layer 3 switch? CUI Asset

2) Since it is on a different VLAN, should the gray laptop be Out-of-Scope? No. VLANs by themselves are
not effective boundaries if traffic can route freely between them.

3) Should the tan user be in-scope because they are physically in the facility? What type of asset is the
tan user? Yes. CUI Asset

4) What type of asset is the gray Industrial Control System user? CUI Asset

Analysis

The VLAN by itself is not effective segmentation because there is no boundary which stops open
communication between the VLANs. The Layer 3 switch is routing all traffic between the VLANs on
demand, without any firewall rules set. VLANs in most companies are used as the diagram shows —to
create separate subnets for IP address management, but they are not used as boundaries or
segmentation. VLANs should only be considered effective boundaries if no routing is enabled between
the VLANs or an Access Control List with deny-by-default rules effectively controls communications
between VLANSs.

The switch is a CUI asset because it is transmitting CUl between the laptop and the Industrial Control
System (ICS). The switch would also transmit CUl between the laptop and the printer, assuming that the
print protocol is not encrypted.
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The user of the Industrial Control System is a CUl asset because they interact with CUl on the Industrial
Control System and access the shop floor.

The tan user of the gray laptop is a CUI asset because they have access to the shop floor.
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Scenario 4 — Managed Service Provider

Scenario 4 — MSP Managed Network
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The OSC contractor office has a simple network design (single subnet) and has CUl assets and Security
Protection Assets as described.

All administration and security is performed by the Managed Service Provider (MSP), which uses site-to-
site Virtual Private Networks (VPNs) to manage their clients. Each client is on a separate address range
and routing on the Managed Service Provider’s firewall is used to send traffic to the correct client.

The VPN between the MSP and its clients allows the following protocols to any destination from the
MSP network: HTTP, HTTPS, RDP, Telnet, SSH, SFTP, FTP. The MSP firewall allows inbound traffic from
clients to the log server and patch server. The vulnerability scanner from the MSP is allowed outbound
all ports and all destinations. Other ports and protocols are denied.

The OSC firewall accepts all traffic that passes over the VPN from the MSP network. The OSC firewall
limits communication to-and-from the Internet. The OSC states in their system security plan that they do
not consider the VPN between their network and the MSP to be a boundary.

The MSP has multiple clients that they administer in the same way, using shared Security Protection
Assets and site-to-site VPNs.

Questions
1) Is the different contractor (tan) Out-of-Scope or a Contractor Risk Managed Asset?

2) What type of asset is the MSP firewall (grey)? Would it be expected to perform the same security
practices as the contractor firewall, or a smaller set?

3) What practices would be applicable to the MSP's Change Management database? Would it be an
assessable asset?

Copyright ©2022 Kieri Solutions LLC. All Rights Reserved. Alltrademarks, service marks,and tradenames referenced in this material are the property of their
respective owners. This document is for educational and informational purposes only. It is not intended to provide direction to contractors.



Page 16 of 52

4) What type of asset is the MSP's physical facility?

5) Given the interconnections between networks, is it possible for the contractor to pass their CMMC
Level 2 audit assuming that everything in-scope for assessment passes their assessable practices? If not,
what reason would you give?

Answer

Scenario 4 — MSP Managed Network
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1) Is the different contractor (tan) Out-of-Scope or a Contractor Risk Managed Asset? Out-of-Scope

2) What type of asset is the MSP firewall (grey)? Would it be expected to perform the same security
practices as the contractor firewall, or a smaller set? SPA. The same, or higher security practices.

3) What practices would be applicable to the MSP's Change Management database? Would it be an
assessable asset? The Change Management Database is an SPA. It would be assessable, but under an
extremely limited set of practices (mostly CM.L2-3.4.5).

4) What type of asset is the MSP's physical facility? SPA

5) Given the interconnections between networks, is it possible for the contractor to pass their CMMC
Level 2 audit assuming that everything in-scope for assessment passes their assessable practices? If not,
what reason would you give? Yes

Analysis

The different contractor can be Out-of-Scope because there are effective boundaries and separation
between the networks. The different contractor cannot go directly from their network to the OSC due to
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deny by default firewall rules. The limited inbound ports (log traffic and patch server check-ins) are
controlled and not at high risk of causing compromise of the MSP. This design makes me queasy due to
risk of lateral movement but as assessors we are looking forthe minimum bar and the MSP firewall
meets it.

The MSP firewall is a SPA because it is used to protect the OSC from the MSP network as well as from
other client networks. The MSP firewall should be equivalently-or-better managed than the OSC firewall
due torisk of sideways attack.

The Change Management database is in scope. The database (as well as back-end server security for the
database) is a Security Protection Asset (SPA). The data contents would be reviewed as part of several
individual Configuration Management (CM) practices. Access to the database would be reviewed
primarily during CM.L2-3.4.5. Most assessors would not expect a Change Management Database to be
identified in an asset inventory or network diagram by the OSC.

The MSP’s Office and Datacenter could initially be considered Out-of-Scope because there is no chance
that CUl would be stored, processed, or transmitted by it. But it also fits into the category of SPA
because it physically protects the Log Server, Vulnerability Scanner, Change Management Database, etc.
According to the recommended prioritization / decision flow for assets, the facility would be an SPA.

| really hate MSPs having always-on connection to multiple clients. Worms (the malware kind) strike fear
into my heart. However, as assessors, we need to limit arbitrariness. The requirements thatI’'m
concerned with in this situation are:

1) Ensure that assessment scope includes all systems that are not “Out-of-Scope”.
2) AC.L1-3.1.20 Control/limit connections to external systems.

3) AC.L2-3.1.3 Control the flow of CUI.

4) SC.L1-3.13.1 Control organizational communications at external boundaries.

5) SC.L2-3.13.2 Architectural designs that promote effective information security.
6) SC.L2-3.13.6 Deny network communications traffic by default.

Regarding whether this client is even eligible for assessment due to the connected networks, use this
rule of thumb: if scoping is performed accurately and you can't find a violation of a requirement, then
the client does not fail. Because everything that is assessed passes the assessment, the client would be
able to pass their assessment.
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Key concept: The definition of SPA is different in CMMC than in NIST SP 800-171.

The 800-171 definition is “components of nonfederal systems that process, store, or
transmit CUI, or that provide security protection for such components.” If we used CMMC
scoping guide terms, this would be stated as only including assets which directly affect the
security of CUI Assets.

The CMMC definition is “Assets that provide security functions or capabilities to the
contractor's CMMC Assessment Scope, irrespective of whether or not these assets process,
store, or transmit CUL.” The CMMC Scoping Guide indicates that the CMMC Assessment
Scopeincludes CUI Assets, SPA, CRMA, and Specialized Assets.

The CMMC definition has hugely increased the number of components which are
considered SPAs. As a result, we can have situations where SPAs perform security for other
SPAs, creating a daisy chain effect reaching far beyond the contractor’s information system.
For example, your CUl asset could send logs to a SIEM that uses a different cloud antivirus
which uses yet another SIEM, which uses yet another cloud antivirus. If SPAs of SPAs are not
intended to be subject to inspection, this needs to be clarified before assessments start.

Even though the number of components considered SPAs has increased, it is unclear
whether “applicable practices” has increased, or whether all SPAs are assessable. See
sections Thoughts on “Applicable practices”, Thoughts on “SPA Chaining”, and Thoughts
on “Assessing SPAs for non-CUI Assets” for additional discussion of this topic.
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Scenario 5 — Physical Facilities

Scenario 5: Physical facilities Dayton Office Customer
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The Headquarters building hosts the datacenter as well as regular corporate staff. It has unencrypted
CUl assets in it and the facility is considered a Security Protection Asset.

Sites connected with site-to-site VPN have the tunnel established 24x7. All ports and protocols are
allowed freely forall sites that are connected to the VPN.

The Dayton office is connected to Headquarters using a site-to-site VPN which is always on. The Dayton
office has no CUI assets within it, but the network provides unlimited connectivity to Headquarters.

The Engineering facility is completely disconnected. CUl is created there as part of development work.
The Engineering facility has no "CUI Assets" within it, but it does have assets categorized as Specialized
assets which contain CULI.

The Home user A just has a laptop. The OSC states that the laptop is fully secured and performs
corporate-quality boundary functions for itself. The OSC says that the home network is Out-of-Scope
due to their laptop security and requires the user to guard their laptop when it is unlocked.

The Home user B has a corporate-issued firewall which establishes a site-to-site VPN with Headquarters.
Only the corporate laptop is connected to the downstream side of the firewall. The corporate-issued
firewall is connected to the home network on the upstream side. A device plugged into the downstream
side of the firewall has open communications to the corporate network.

The OSC gives quarterly demos to their customer at the Customer Conference Room. This is held inside
the Customer facility and the OSC has no control over security there. CUl documents and prototypes are
physically guarded by OSC staff the entire time they are in the conference room.
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Questions

1) Would the Dayton office be considered an SPA, even though it has no "CUI assets"?

2) Would the Engineering Facility be considered an SPA, even though it has no "CUIl assets"?
3) What type of asset is the Customer Conference Room?

4) Would the Home user A house be considered an SPA?

5) Would the Home user B house be considered an SPA?

Answer
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1) Would the Dayton office be considered an SPA, even though it has no "CUI assets"? Yes, because it
provides security for SPA and CRMA.

KEY
Boundary

2) Would the Engineering Facility be considered an SPA, even though it has no "CUI assets"? Yes,
because it provides security for Specialized Assets.

3) What type of asset is the Customer Conference Room? Out-of-Scope

4) Would the Home user A house be considered an SPA? No — the home is not providing physical
protection to the laptop. The laptop itself (Data-at-Rest encryption, passwords) and the user are
providing the protection.

5) Would the Home user B house be considered an SPA? Yes, because the home is providing physical
protection to the corporate firewall and network.
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Analysis

| went back and reviewed the definition for Security Protection Assets for this scenario because | had
been treating SPAs as "components which provide security for CUI components" based on previous
experience with National Institute of Science and Technology (NIST) Special Publication (SP) 800-171.
This was not the right definition.

According to the scoping guide for CMMC Level 2, SPAs provide security for ANY in-scope assets.
"Assets that provide security functions or capabilities to the contractor's CMMC Assessment Scope...”

If you look at the summary table in the official Scoping Guide, it shows which assets are in the CMMC
Assessment Scope: CUI Assets, Security Protection Assets, Contractor Risk Managed Assets, and
Specialized Assets.

That is a BIG difference. That means that security assets for Contractor Risk Managed Assets are SPA.
Security assets for Specialized Assets like Internet of Things (I0T) are SPA.

The Dayton facility should be considered an SPA because it provides security forany in-scope assets.

The Engineering facility should be considered an SPA because it provides security for any in-scope
assets.

The Customer Conference Room would be considered Out-of-Scope because the OSC has no control
over it and because the introduction of materials is very temporary. The OSC is properly performing
alternative physical safeguards for the CUl documents and prototypes.

The Home user A house is Out-of-Scope because the laptop is secured logically to prevent access and
tampering, even if a bad guy had physical access to it. The laptop is physically guarded by an authorized
user while it is unlocked.

The Home user B house is a SPA because it provides security forthe firewall, which allows unlimited
access to the corporate network. A locked closet or cage could be used to protect the firewall so that a
smaller space would require protecting. Logical security could be applied to the firewall (if capable) to
prevent connection by unauthorized devices (Network Access Control and passwords). If local security
was applied to the firewall to prevent access and tampering even if an attacker had physical access, then
we could take Home user B’s house Out-of-Scope.

At this point, you may be concerned because this scenario shows that many assets are considered SPAs,
which are subject to inspection according to the scoping guidance from the DoD. This is indeed
concerning, because if each of these SPAs is assessed, it will greatly increase the cost of assessment
compared to the previous standard for NIST SP 800-171 assessments. The topic is discussed in more
depth at the end of this document (see Thoughts on “Applicable practices”, Thoughts on “SPA
Chaining”, and Thoughts on “Assessing SPAs for non-CUI Assets”).
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Scenario 6 — CUI Spillage

Scenario 6 — CUl spillage
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While interviewing the OSC for scoping, they mention that their customer at the US Government

regularly sends CUI files to them via unencrypted email.

The CUI files are properly marked.

Because the user’s cell phone is connected to email, the cell phone also receives a copy of the CUI files
due to automatic synchronization. The cell phone has no special security enabled.

When CUl is received in this way, the OSC sends a polite email to the sender asking them to use the
Secure File Share instead. The OSC saves the content of the email to their laptop and deletes the email
message. Neither the email server nor the cellphone are sanitized according to NIST SP 800-88 each
time this occurs. The OSC states this is because they would be extremely impacted due to regular poor

practices by the customer.

The OSC would like the email server and the cell phone to be a Contractor Risk Managed Asset because
they do not allow CUI on these assets by policy, and because they take action to delete the CUl when it

comes in.

Questions

1) If unencrypted CUI emails are sent through the Internet, does that put the Internet in scope for the

0osc?

2) If the Internet is in scope for the OSC (for any reason, not just this scenario), would you cancel the
assessment before it starts? What justification would you use?

3) What type of asset is the OSC's email server?
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4) What type of asset is the OSC's firewall?
5) What type of asset is the OSC's cell phone?

6) As an assessor, do you feel it is required to perform a NIST 800-88 sanitization for CUl assets in order
to move them from CUI Asset to CRMA or Out-of-Scope category?

7) Canyou recommend a technical or administrative solution at the OSC that might help?

Answer
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1) If unencrypted CUI emails are sent through the Internet, does that put the Internet in scope for the
0OSC? No. The OSC did not choose to put CUIl into the Internet and has no responsibility for the
Internet.

2) If the Internet is in scope for the OSC (for any reason, not just this scenario), would you cancel the
assessment before it starts? What justification would you use? Yes. Inability to assess practices against
the Internet.

3) What type of asset is the OSC's email server? CRMA
4) What type of asset is the OSC's firewall? SPA
5) What type of asset is the OSC's cell phone? CRMA

6) As an assessor, do you feel it is required to perform a NIST 800-88 sanitization for CUIl Assets in order
to move them from CUI Asset to CRMA or Out-of-Scope category? Yes, in general (for CUI Assets).
However, a spillage does not turn a CRMA or Out-of-Scope asset into a CUI Asset against the OSC’s
will. The OSC needs to take reasonable steps to remove the CUI data from these systems as part of
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incident response. These steps should include reviewing guidance (some links below) on unauthorized
disclosure, and possibly contacting federal authorities to report the incident and ask how to respond.

7) Can you recommend a technical or administrative solution at the OSC that might help? Technical:
Email filtering at the server could be used to reject any emails which contain CUl labels or specific
categories of attachments. Administrative: The OSC could reply to the sender asking if they “meant to
send CUI using an insecure method”. This will normally result in the sender reviewing and
decontrolling the document.

Analysis

| have not been able to find a specific requirement forsanitization of equipment as a result of
unauthorized CUI disclosure. The guidance lets the organization determine their own procedures for
response. Best practice is to treat each CUI spillage as a cybersecurity incident, get an IT person involved
to make sure it is deleted, and determine if the spillage is a reportabl